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Abstract 
Teenagers face different risks when using social network sites (SNS). Therefore, a variety of educational packages has been 
developed to teach children about these risks at school. However, there is no evaluation available of these packages. In this 
study five existing Flemish educational packages about the risks on SNS are investigated using two theoretical evaluation 
frameworks based on the risks described in previous literature and principles of effective evidence-based prevention 
campaigns. Furthermore, a focus group has been organized, to study how the packages are received by educational 
stakeholders and what these stakeholders consider as important characteristics of good materials. Future challenges are 
revealed, both for developers and researchers. 
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1. Introduction 
Children and adolescents are one of the main user groups of social network sites (SNS). For instance, in July 
2012 33% of the Facebook users in the US, 35% of their users in Australia, 47% of their users in Brazil and 38% 
of their users in Belgium were under 24 years old (checkfacebook.com). Moreover, recent studies show that in 
Flanders 87% of the Flemish teenagers have a profile on a SNS (Paulussen, Courtois, Mechant, & Verdegem, 
2010). Since SNS are based on sharing personal information, privacy- and security issues are inherent in using 
SNS. How can we protect young people from the risks they are facing when using SNS?  
Education has been put forward as a solution by many authors working on the topic (e.g., Marwick, Murgia-
Diaz, & Palfrey, 2010; Patchin & Hinduja, 2010). A variety of educational packages has been developed in 
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Europe (for an extensive overview, see Insafe, 2012), but an extensive search in different academic databases 
showed that there are no reports of any evaluation. Therefore, as a first step to counter this shortcoming, a 
selection of Flemish packages aimed at the use in a school setting is evaluated theoretically in this state of the art. 
The following research questions were put forth: (1) Do available educational packages tackle all the risks on 
SNS, (2) are these packages meeting the conditions of effective prevention campaigns?, (3) how are they 
perceived by educational stakeholders?, (4) which criteria are considered important by educational stakeholders? 
and (5) how should an educational package be implemented? To answer these research questions, two studies 
have been conducted. The first study adapts two theoretical evaluation frameworks, one about the risks on SNS 
and one about the conditions of effective prevention campaigns, to evaluate the content and program 
characteristics of the selected materials (RQ1 and RQ2). In the second study, a focus group was organized with 
educational stakeholders, to investigate the reception of the packages and the characteristics these stakeholders 
consider important in educational materials (RQ3, RQ4 and RQ5). 
2. Study 1: a theoretical evaluation of existing educational packages 
2.1. Method 
First, two theoretical evaluation frameworks have been selected based on an extended literature review. 
Second, all Flemish packages about the safe use of SNS that were developed to use in a school setting (e.g., no 
websites, parental guides,..), and that were available to the researchers at the time of the study, were selected to 
be evaluated. Finally, the first two research questions were answered, by analyzing all the materials and screening 
them systematically for the elements that are important following the evaluation framework.  
2.2. Evaluation Framework 
To counter the lack of evaluation, two evaluation frameworks were used to conduct a theoretical evaluation. 
The first framework was used to evaluate the content of the packages, and describes the different risks that 
teenagers might face when using SNS. The second framework was used to evaluate the format of the prevention 
program, and describes general principles of effective prevention campaigns. 
2.2.1. An evaluation framework describing the risks on SNS 
To answer the first research question, the exhaustive overview of internet risks made by De Moor et al. (2008) 
(see Fig. 1) is used to find out which risks the packages tackle. This overview is made based on a literature study 
and interviews with teenagers, parents and teachers (Walrave, Lenaerts, & De Moor, 2009).  
Although this overview is made for internet use in general, it can be fully applied on the use of SNS as well. 
There are three different categories of risks. The first one describes the content risks. This includes encountering 
provocative or wrong content on SNS. A typical example of provocative content teenagers might come across are 
hate-messages. The wrong information that might appear on SNS can be intentionally, such as gossip posted by 
other users, or unintentionally. The latter can happen when someone posts a joke that can be misunderstood as 
real information (e.g., satirical journals like The Onion). The second category of risks includes contact risks. Next 
to instant messaging, SNS are the most popular media used for cyberbullying (Livingstone, Haddon, Görzig, & 
Olafsson, 2011). Additionally, they can also be used for sexual solicitation, by sending sexual messages 
(Livingstone et al., 2011). The possibility to obtain contact information by surfing on SNS, also increases the risk 
of offline contact risks. Moreover, users in general and teenagers in particular face privacy risks, since they post a 
lot of personal and sometimes risky information online (Livingstone et al., 2011). Additionally, 29% of the teens 
sustain a public profile or do not know about their privacy settings and 28% opt for partially private settings  
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Fig. 1. Risks teenagers face when using the internet (De Moor et al., 2008). 
 
so that friends-of-friends can see their page (Livingstone et al., 2011). While friends-of-friends may sound 
reasonable familiar, these people are nevertheless mostly strangers. The third category of risks contains the 
commercial risks. These include the commercial misuse of personal data. Information can be shared with third 
companies via applications, and user behaviour can be tracked in order to provide targeted advertisements and 
social advertisement (Debatin, Lovejoy, Horn, & Hughes, 2009). In the evaluation of the existing educational 
packages, it is investigated which of these risks are being tackled. 
2.2.2. An evaluation framework describing principles of effective prevention campaigns 
To answer the second research question, a theoretical evaluation framework described by Nation and 
colleagues (2003) was used. These authors used a review-of-reviews approach to identify general principles of 
effective prevention campaigns that transcend specific content areas, this is characteristics of campaigns that 
show to be beneficial in helping youth to avoid numerous problems. Based on 35 reviews of studies of prevention 
campaigns in four different topics (substance abuse, risky sexual behaviour, school failure and juvenile 
delinquency and violence) they defined nine principles, divided over three categories: 
Principles related to program characteristics 
To be effective, prevention programs need to: 
1. be comprehensive. Therefore, multiple interventions, in different settings (combined parent, peer and 
school interventions) support positive outcomes. 
2. integrate varied teaching methods. These need to have an active, skills-based component. The methods 
should not rely too much on knowledge transfer, information, or group discussions. 
3. be sufficiently dosed. The intervention needs to be intense, measured as the quantity and quality of the 
contact hours. A follow-up or booster session might be necessary to assure long term effects. 
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4. be theory driven. It should be based on etiological theories (focus on the cause of the problem) and 
intervention theories (focus on the best method to decrease risks). 
5. encourage positive relationships. Peer influences and the impact of significant others (e.g., teachers, 
community members) need to be taken into account. There should be special attention for the relationship 
between the parents and the child. 
Principles related to matching the program with the target population 
To be effective, prevention programs need to be: 
6. appropriately timed. By trying to have an optimal impact, interventions should be implemented early 
enough (before the onset of unwanted behaviour), but not too early (so that positive effects are not washed 
out before onset). They should be adapted to the intellectual, cognitive and social development of the 
participants.  
7. socio-culturally relevant. They need to take into account the community norms, cultural beliefs and 
practices. The program must also address the needs of the target group. 
Principles related to implementation and evaluation of prevention programs 
To be effective, prevention programs need to have: 
8. an outcome evaluation. The effectiveness of the program needs to be verified. 
9. well-trained staff. Staff must be sensitive and competent. They must get sufficient training, support and 
supervision. 
Most of these principles were already (independently) described by Luna and Finkelhor (1998), relying on 
different studies with even broader topics. This confirms that these are consistent characteristics of effective 
prevention programs, that go beyond content. We might therefore conclude that these characteristics need to be 
part of any prevention program that tries to educate teenagers about privacy and security issues in SNS. In the 
following evaluation of existing educational materials, it is investigated whether these conditions are met; 
2.3. Selected Educational Materials 
A first package that was selected was Play and learn: being online. It was developed by European Schoolnet, 
as part of the Insafe project. It is aimed at children in primary school, aged four to eight years. The package exists 
in 13 different languages. It is a small workbook, with age-appropriate pictures containing different exercises for 
children, regarding different aspects of being online (not only SNS). A guide for teachers and parents is available 
as well. The package aims to make privacy and modern technology discussable between parents/teachers and 
children. 
A second package, Kids in Cyberland, was developed by Sensoa vzw and Clicksafe-Childfocus, with support 
of the Flemish government and the European Union. It is aimed at Flemish children in primary school aged 10 to 
12 years. It is a text-based package, containing images of two children, who are appearing in different exercises. 
It contains a didactical marker, guidance for teachers, instructional materials (games, postulations, crosswords, 
online quiz, examples,..), background information and a wordlist.  There are different teaching methods described 
for different aspects of internet safety in three main themes: “Who am I on the internet” (SNS), “Me and the other 
on internet” (mostly chat) and “Surfing on the internet”. This package aims to start up conversations about 
experiences and risks on the internet between children and adults. There is a focus on sexuality in different parts 
of the package, since relationships and sexuality are the main concern of the developers (Sensoa vzw). 
The third package, Finding myself in the 21st century, has been developed by the Flemish government, 
campus De Nayer and KHLeuven. It is aimed at Flemish teenagers in secondary education. The package contains 
attractive posters, a didactical marker and learning materials (on paper and on computer). It consists out of three 
different packages: ‘Faceflap’, in which pupils make an offline paper profile, ‘Ooo my photo’ in which pupils 
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adapt pictures of peers, and ‘I am with many’, based on a digital tool. These three packages aim different age 
groups: “Faceflap”: 11 to 16 years, “Ooo my photo”: 11 to 14 years and “I am with many”: 15 to 18 years.  
Think before you post was the fourth selected package, developed by Childfocus-Clicksafe, as part of Safer 
Internet Day 2010. It contains a detailed didactical marker, instructional materials (workbook with examples, 
exercises, pictures, schemes,…) and a little bit of background information. The package covers three main 
themes: 1) “anonymity, personal, private, public” 2) “online identities” and 3) “it can go wrong” (risks), which 
are all tackling different aspects of online safety (broader than SNS). The target population is not specified, but 
generally described as “children and adolescents”. 
The final package that was selected, Connected,  was developed by Sensoa vzw and Clicksafe-Childfocus with 
support of the Flemish government and the European Union. It contains a didactical marker, guidance for 
teachers, instructional materials (games, postulations, crosswords, online quiz, examples,..), background 
information and a wordlist. The materials are text-based and contain no images. It seems to be an extension of 
Kids in Cyberland, focusing on different aspects of safe internet use. There is again a clear focus on sexuality in 
different parts of the package. There are a lot of themes, but there is no clear structure. The package is aimed at 
Flemish teenagers in secondary school (age not specified). 
2.4. Results 
In what follows, the two theoretical frameworks described above are used to evaluate these five Flemish 
educational packages. By conducting this evaluation, the two first research questions that were put forth are 
answered.  
2.4.1. RQ1: Are educational packages tackling all the risks of SNS? 
A summary of the content evaluation based on the risks described by DeMoor and collegues (2008) can be 
found in table 1. As can be seen, all packages tackle wrong information (most often adapted pictures and a focus 
on teaching skills to find reliable information), cyberbullying and privacy risks. The last one covers a broad range 
of privacy risks, focusing on different aspects such as the difference between public and private, passwords, what 
kind of information or pictures can be put on a profile, who to add as friends, online identities and the absence of 
contexts on SNS. 
As can be seen in table 1, it is striking that only one package tackles commercial risks. Provocative content, 
sexual solicitation and offline risks are also not tackled in all packages. As a conclusion to our first research 
question, we can therefore state that only one of all packages tackled all the risks, two of the packages are doing 
well with six of the seven risks tackled, but two packages only tackle three of the seven risks described in the 
theoretical framework of De Moor and colleagues (2008). Moreover, it must be noted that most packages focus 
on the internet in general, and not only on SNS, thereby sometimes overlooking some characteristics that are 
typical for SNS, such as hate groups and the use of privacy-settings. 
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Table 1. Presence of the risks that are tackled, following De Moor and colleagues (2008) for all the selected educational packages. 
2.4.2. RQ2: Do available educational packages about the risks on SNS meet the conditions of effective prevention 
campaigns? 
A summary of the results of the evaluation of the format and design characteristics of the selected educational 
packages can be found in table 2. All conditions that were clearly met got a ‘+’, all conditions that were not met a 
‘-‘. When the condition was somehow met, but there is still room for improvement, the characteristic is marked 
with ‘+/-‘. When there was no way to observe the given characteristic, a ‘?’ is put in table 2.  
As can be seen, all packages use varied teaching methods and are sufficiently dosed. Most of the packages are 
also comprehensive (at least to some extent), appropriately timed (when ages of the target group are indicated), 
and provide training or information for teachers to ascertain a well-trained staff. Some packages had special 
attention for positive relationships, for example by encouraging children to have conversations with their parents 
using homework tasks, or by integrating peer exercises. Only one package showed to have attention for socio-
culturally relevant examples (such as a Belgian SNS, i.e, Netlog). The other packages did not show irrelevant 
characteristics with regard to the socio-cultural context, but there were no indications that there was given 
attention to this aspect during development.  
By inspecting the overall score of every package on this evaluation in table 2, it can be stated that most 
packages meet most of the conditions of effective prevention campaigns described by Nation and colleagues 
(2003). It is however striking that no packages are clearly theory-driven. Some packages have some references in 
the teacher manual or in the reports about the materials (e.g., Cannaerts 2011), which might indicate that they are 
based on etiological theories about risks on SNS, but none of them seemed to have taken prevention theories into 
account. Moreover, none of the packages had a clear outcome evaluation. While there were indications of limited 
evaluations of some of the packages (e.g., general questions on a website), communication with all the 
developers pointed out that the lack of outcome evaluation was mostly due to a lack of funding and expertise.  
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risk? 
(max=5) 
Content risks  Provocative content - + - + + 3  Wrong information + + + + + 5 
Contact risks 
 
Online 
Cyberbullying  + + + + + 5 
Sexual solicitation - + - + + 3 
Privacy risks + + + + + 5 
 Offline  - + - + + 3 
Commercial risks   - - - + - 1 
 How many risks are tackled? 
(max=7) 3 6 3 7 6 
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Table 2. Presence of the characteristics of good prevention programs, as described by Nation et al. ( 2003) for all the selected educational 
packages. ‘+’= yes, ‘-’ = no, ‘+/-’ = room for improvement, ‘?’ = not observed. 
 
3. Study 2: focus group 
In addition to the theoretical evaluation described above, a focus group was organized with seven educational 
stakeholders. Teachers from secondary education, someone from schools advisory service and a developer of 
educational materials were gathered to discuss some topics with regard to the criteria that educational packages 
about SNS should meet, to maximize the chance of dissemination and effectiveness. The goal of the focus group 
was to gain qualitative information to obtain an answer to the following research questions: 3) How do teachers 
feel about the existing educational packages, 4) What criteria of educational packages are experienced as 
important? and 5) How should an educational package be implemented?  
3.1. Method 
To answer the third research question, the existing educational packages described above were given to the 
attendants of the focus group. They were given some time to go through all the packages and to fill in a short 
questionnaire about the usefulness (amount of detail, extra work for teachers,..) and the attractiveness of the 
packages, since teachers report that these characteristics are important for effective dissemination (Cannaerts, 
2011). These aspects were measured in three items on a 7-point likert scale (e.g., I find this an attractive package. 
1= totally disagree, 7= totally agree). The final attractiveness and usefulness were indicated by the mean score of 
these items (Chronbach’s D= .93 and .90 respectively). Afterwards, they were asked to vote for the package they 
liked the most, with an electronic voting system. Using the output of this voting, they were asked to give more 
feedback about the packages. 
With regard to the fourth research question, the attendees of the focus group were given small cards in two 
different colours: red and green. They were asked to write down positive characteristics of educational materials 
on the green cards and negative characteristics on the red cards. Afterwards, all cards were pinned on a notice 
board in front of the room, and all suggestions were discussed. Finally, the criteria that were derived from our 
literature study (Nation et al., 2003) were summed up, and attendees were asked to give feedback on these 
criteria: to what extent did they agree, to what extent did they think the criteria were achievable,…? 
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(max=5) 
Program characteristics 
Comprehensive + + +/- +/- +/- 2 
Varied teaching methods + + + + + 5 
Sufficient dosage + + + + + 5 
Theory Driven ? +/- +/- +/- +/- 0 
Positive relationships + + - + - 3 
Matching target 
population 
Appropriately timed + + + +/- ? 3 
Socio-culturally relevant +/- + +/- +/- +/- 1 
Implementation and 
evaluation 
Outcome evaluation +/- ? +/- ? ? 0 
Well-trained staff +/- + + +/- +/- 2 
 How many conditions are met? (max=9) 6.5 7.5 6 5.5 4  
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To answer the last research question, attendees were given two dilemmas. First, would they prefer that lessons 
about safe use of SNS were given in one course, several courses, or rather a theme day or week?  Second, would 
they prefer that a regular teacher gave these lessons, or that an expert would provide this information? 
3.2. Results 
3.2.1. RQ3: How do teachers feel about the existing educational packages? 
The mean ratings of attractiveness and usefulness that were calculated out of the short questionnaire given to 
the attendees of the focus group, are listed in Table 3. As can be seen, Think before you post and Play and learn 
are rated highest, both for usefulness and for attractiveness. The same pattern could be found in the voting for the 
best package: most people voted for Play and learn and Think before you post.  
Out of the extended feedback, we summarized the most important remarks: 
x The explanation of the packages needs to be short. You should be able to start with it right away. An extended 
package with lots of text scares teachers away. “Play and learn, being online”, is preferred for this reason, just 
as “Think before you post”, which is easy to implement and includes constructive task assignments. These are 
also seen as attractive packages.  
x It is put forth that Kids in Cyberland is not always age-appropriate. Moreover, there should be a distinction in 
packages between different education forms, with regard to the instruction (not with regard to the content or 
goals). 
x Learning goals should be mentioned. 
3.2.2. RQ4: What criteria of educational packages are experienced as important? 
Teachers report the following positive characteristics of packages: 
x Age appropriate, appropriate difficulty, close to youngsters all-day experiences 
x Attractive, colourful, funny, with humour 
x Short and powerful, not time consuming Æ selective information 
x Interactive, varied teaching methods (movies, games, pictures,..), practice-based, using real-life examples 
x A good balance between theory and practice 
x Manual for teachers (solutions + extra information) 
Regarding the criteria of Nation and colleagues (2003), teachers agree with most of the principles. However, 
they pointed at some practical problems on how to combine a comprehensive and sufficiently dosed package with 
their concern of time-consuming packages. They emphasized the fact that the package should be short and to the 
point. Information should be selected in accordance with teenagers’ interests and their environment. The 
possibility of different short lessons for different age groups with a shift in focus has been raised, just as the 
possibility of a ‘standard’ package that can be extended with extra exercises. 
Table 3. Ratings of attractiveness and usefulness of the different educational packages by educational stakeholders. 
 Attractiveness  Usefulness 
Play and Learn 5.67 5.50 
Kids in Cyberland 4.00 4.67 
Finding myself in the 21st 
century 
3.28 4.13 
Think before you post 5.28 5.89 
Connected 3.17 4.94 
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3.2.3. RQ5: How should an educational package be implemented? 
Teachers prefer a package of one hour, in one course. They do not like the idea of a theme week or day, since 
there exist already a lot of these extensive projects. Moreover, this format requires that teachers put lot of effort 
into the project. The attending stakeholders reported that most often, only a few teachers are motivated to do this 
and these teachers need to motivate all the others.  
Although the input of an expert is seen as valuable, teachers prefer to get a training themselves, so that they 
become ‘experts’ themselves. This way they can answer their students’ questions even after the class is over. 
Moreover, the teacher knows his/her pupils best, and can become a trust person for those in need. 
4. Gaps and future challenges 
In Flanders, some attractive and ready to use educational packages about safety on internet and SNS do 
already exist, as was judged by educational stakeholders. However, during the theoretical evaluation conducted in 
our first study, some gaps were exposed. As an answer to our first research question, it was found that not all 
risks are tackled in most of the packages. Especially commercial risks are often overlooked. Moreover, most 
packages are about safety on the internet in general, not only on SNS. While this is not problematic per se, often 
a lot of risks typical for SNS are not tackled (e.g., the risks discussed regarding the overview of De Moor and 
colleagues, 2008). With regard to SNS, mainly privacy risks and wrong information (adapted pictures) are 
tackled, while the other risks are tackled in other contexts. This might cause a lack of awareness of these risks 
while using SNS. Moreover, some typical aspects of SNS are often overlooked because of the focus on pictures 
and contact information, such as social advertising, the impact of hate-messages or joining hate-groups, the sale 
of personal data to third companies and the risks of identity-shaping content like pictures or messages about 
alcohol abuse, negative attitudes towards school or superiors,... A more comprehensive approach, concerning the 
different risks, is necessary. 
As an answer to our second research question, it was found that while most packages already meet some 
criteria of Nation et al. (2003), there is often a lack of outcome evaluation and a theoretical base of the program. 
Future research should focus on the development of a comprehensive package with regard to the different risks in 
SNS, that should have a decent theoretical base and that will be empirically evaluated.  
Moreover, in our second study it was found that while developing these educational materials, the remarks of 
stakeholders in the educational field need to be taken into account. Their concerns might somewhat compromise 
the way we can take all the mentioned principles of our theoretical framework into account (e.g., their concerns 
about time-consuming packages contradicts the principle of sufficiently dosed packages), but they help to ensure 
that materials will be disseminated. Therefore, a good balance needs to be found, so that the given criteria and 
guidelines are met as much as possible. 
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